SMB Cybersecurity Self-Assessment

Yes No N/A

Scoring: Each Yes answer = 1, each No or N/A answer = 0

Do you formally document and manage
data assets, including employee data,
intellectual assets, and customer data?
Do you formally document and manage IT
assets from acquisition to disposal?

Do you have separate, secured wireless
networks for internal users and guests?
Do you assign and monitor user
privileges?

Do you have a company-wide, enforced
password policy?

Do you have security policies guiding the
way vendors access your network and
data?

Do employees use a VPN when outside
your company network?

Do you encrypt sensitive data at rest and
in-transmission?

Do you have organizational security
policies that have been reviewed with all
employees?

Are all organizational security policies
strictly enforced?

Is your network monitored?

Do you have a business-grade firewall in
place?

Has your firewall been configured to your
unique corporate requirements?

Do you have active anti-virus software?
Do you use email encryption when
sending sensitive information?

Total

Scoring
Answer each question by marking the box for Yes, No, or N/A. Calculate the total of your answers then use this scale to determine
your cybersecurity maturity level.

14-15: Impressive. Your SMB is prepared for most threats.
9-13: You’re aware. You know threats exist, but you’re not completely protected.
0-9: You’re a prime target. You're at high risk for a security incident.

This self-assessment is a tool to help you evaluate how prepared you are to
defend against and respond to security events. If you have questions about your
security, contact Advanced Network Solutions to discuss available security
options.



http://www.ansolutions.com/contact/

